JJUCTOBKA

[Tosmuus npexynpexnaer!!!

MoLIeHHNKY TIOCTOAHHO HM3BICKMBAIOT BCE HOBBIE M HOBBIE BAPHAHTbI
XHILEHUs 9yKOro umyiiectsa! byabre octopoykHbi!!!

He orkpeiaiite He3HAaKOMBIM JIOJSIM, JaXe €ClM OHM MPEJACTABISIOTCS
paboTHHKaMHU coumanbHeiX ciyx06, XKXKX, momukiaumuuku, u 1. JIo TOro Kax
OTKPBITH JIBEPh HE3HAKOMIly, ITO3BOHUTE B HA3BaAHHYI0 MM OpraHU3alMI0 U
YTOYHHTE, HANPABIISUIN JIK OTTY/a K BaM CIELMAIUCTA. 3aNMUIIATE BCe HYKHbIE
Teseonbl 3apanee. TeneoHbl CONMANBHBIX CIYkKO MOXKHO Y3HATH B €IMHOI
OecmiaTHoM cripaBo4HOI ciryxOe 09.

He nosepsiite, eciin Bam co0o61maloT, 4To Bam poACTBEHHUK WM 3HAKOMBbII
monan B Oely, W cpouHO HyxkHa (uHaHCcOBas nomouls. J1o obman! TexHuka
CCrofiHd  MO3BOJIACT  JaXe I[ojJelaTh rojoc uejoBeka. O6s3aTebHO
nepe3BOHMTE OJH3KOMY 4YeJl0BeKY WM ero OKpY’KeHHIo, y3HaiiTe Bee JiH y
Hero B mopsiake. Ilo3sonurte B nosmumio, GOJIBHUILY, YTOYHUTE, JCHCTBUTENLHO
J¥ POJICTBEHHUK HaXoAMTCA TaM. CooOlMUTE O MOMNBITKE MOLIEHHMYECTBA B
MOJIUIIHIO.

Bam mnocrynuin TenedoHHBIM 3BOHOK MM CMC-COOOIIEHME, B KOTOPBIX
coo0maeTcst O BeIMIphILIe, OI0KMPOBKE GAaHKOBCKOM KapThl, MPOCchGe MepeyncInTh
ACHBIM 3HAKOMOMY, BHECTH MPEAOIJIATYy, OTHPABUTH CMC-COOOIEHHE IS
nepexoga Ha Oozee Beiroamelii Tapud. He mnepesBanuBaiiTe Ha Homep
3BOHHBIIEr0o, He INPUHHHUMAaiTe HHKAaKHX Mep, He CBA3AaBIIHChL C
OQHUHAJBbHBIMH  NPEACTABHTE/ISIMH  yKa3aHHOW  opranmsanmu!  He
OTKpbIBaHTe B Teje)OHE COMHHTENbHbIE CCHLIKH M3  COOOIIEHMI,
MCNOJIb3yHTe AaHTHBHPYCHBIE MPOrpaMMbl!

bynbre 6aurenshsl!!!




JIUCTOBKA
OCTOPOXHO MOIIEHHUKHA!!!

ObGpamaemcst k rpakIanam neHcHoHHOro BO3pacTa B epBYIo o4yepenn!!!

Ecamn  krto-To ITO3BOHHII H IpOCUT JE€HBI'H OT HMEHH POJICTBEHHHKOB,

He TiepeflaBaiTe uX, MoKa He yTOYHMTE MH(OPMALMIO Y POJACTBEHHHKOB 110 MX

JIMYHBIM HOMEpaM TellehOHOB.

He nepenasaiite u ne nepesoaute nennru:
- 3@ JIcKapcTBa noka He coriacyere MHOOPMALMIO €  JeqalnM Bpauom
U He yOeIMTeCh, Y4TO 3TO JKHU3HEHHO Bam HE00X01MMO;
- CCJIM TIO3BOHUT KTO-TO MNPEACTABUBLINCH COTPYIHUKOM IPaBOOXPAHUTEIbLHbIX
OpraHoB;
- 3@ CHATHE IIOPYH.

ITo Beem Bhimeykasanubiv dakram oOpammaiitech B «02».



MAMSITKA
110 NPOPHUIAKTUKE MOILICHHUYECKUX JICHCTBUI

Cete UnTepHeT, ABIAACH KPYNHENIINUM cpecTBOM o6MeHa uHbOpMaleii,
BTO K€ BpPEMS [OPOMKAAET CTPEMUTENBLHBIH POCT MPECTYIUIEHUWH, CBS3aHHBIX
C MCIOJIb30BaHMEM MH(MOPMALIMOHHBIX TEXHOJIOTHIA.

Hpusnaku mouwieHHuuecmea co cmoponsl ROKyRAMeNss NPU RPOOAINCAX
6 Humepueme:

1. Ilokynarenb He 0c060 MHTEpPECYETCs TOBApOM, OBICTPO JEMOHCTPUPYET
CBOE XeJaHue ¢JIeIaTh MMOKYIIKY U IIEPEXOUT K pa3roBopy o crocobe oniarhl.

2. Ilokymnarejib MPOCUT Bac HA3BaTh NOJHLIE PEKBU3NTHI KApThl, BK/IOYAs
amunuio-uma narunuuei, cpok aeiicteus u CVC-koa. Ilpu nomomn >Tux
JAaHHBIX OH CaM JIErKO CMOJKET pacrjiaTUThes Bawlei kapToil B MHTepHeTe.

3. llokynarenb mpocuT Bac COOOIIMTH €My pasiMYHbIE KOJbl, KOTOpBIE
NMpUAYT K BaM Ha MOOWILHBIA TenedoH, AKOObI HEOOXOAUMBIE €My Juls
COBEPILIECHHUS T1JIaTEXkKa.

Ilpusnaku mowiennuyecmea co CmoOpoHsl HPOOAGUA RPU HOKYNKAX
6 Hnmeprneme:

1. OrcyrerByer aapec u tesneoH, Bee 00IICHHUE TIPEe/UIaraeTcs BECTH Yepes
3JIEKTPOHHYIO MOYTY WJIH IIPOrpaMMbl 0OMEHa MIHOBEHHBIMH COOOINEHUSIMHU.

2. OTCyTCTBYET peajbHOE UMS TIPOJIABLIA, YEIOBEK MPAYETCS 38 KHUKOMY.

3. llpomaBen 3aperucTpupOBaH Ha CEpBHCE HEIABHO, OOBSBICHUC
0 MPOJIaXke — €IMHCTBEHHOE ero coobIeHHeE.

4. OOwbsBieHne onmyGIMKOBaHO ¢ OWIMOKaMH, COCTAaBICHO HEGPEXKHO,
0e3 3HaKOB NPENUHAHUS, 3arJ1aBHEIMU OyKBaMU M T. J1.

5. OtcyterByer doTo ToBapa, IO Ke MPUIOKEH CHUMOK u3 MHTepHera
(9TO MOXKHO OTIPE/IE/IUTE, HCIIOB3Ys CEPBUCHI [IOUCKA /y0JINKATOB KAPTHHOK).

6. CiMIIKOM HM3Kas IleHa TOBapa B CPaBHEHHMHM C aHAJIOTaMH Y JIPYTUX
IPOJIaBLIOB.

7. IlponaBent TpeGyeT MOMHYIO WJIM YACTHYHYIO Mpejomiaty (Hampumep.
B KaYCCTBE TapaHTHM, YTO BBl IOWJETE MOJydarh TOBAp Ha I[0OYTE C OMIATOIN
HAJIO’KEHHBIM TIIIATEXKOM ).

9. Ilponasen NpUHMMAET OMIATY TOJBKO HA AHOHUMHBLIE PEKBU3UTbI:
DJIEKTPOHHBIC KOILICJIBKH, IIOMOJHEHHE MOOMJIBHOrO TeiaedoHa HIM Ha WM
JpYyroro 4ejioBeKa (poJACTBEHHUKA, JApyra u T. J1.).

Kak nHe cmamo Heepmeamu me.’IB(POHHblx MOUIEHHUYECMG:

— Ilpu TeneoHHOM 3BOHKE OT MMEHH SIKOOBI POJCTBEHHMKOB M COOBIIECHHMH
O TPYIHOW CUTyalluH CIEAYET J03BOHUTHCA /IO POJHBIX M OJM3KHX, O KOTOPHIX
WICT peyb, BBIACHUTHL MOAPOOHOCTH CIYYMBIICrOCH, a HE [EPEBOJIUTH
¥ HE OT/1aBaTh A€HbI'M HE3HAKOMBIM JIIOJISM;



— [lepesBonuts (a nyumie Bcero nojoiTi) B 0GOE OTHE/IEHHE OaHka,
OT HMEHH  KOTOPOro MpUIuI0 coo0iieHHe o npobiaeMax 0oOCIyKUBAHUS 110
PacyeTHOMY CYETy/KapTe, M PEIIUTh BCE BO3HUKIIHE BOTIPOCEl. MOXKHO Takke
MO3BOHMTE CBOMM OJIM3KMM, KOTOpHIE XOPOLIO pasbMpaloTcs B COBPEMEHHBIX
TEXHOJIOTHAX, paccKkasaTh O TOCTYNHUBIIEM COOOLICGHHH W CIPOCHTH COBETA.
Crnenyer 3anmoMHMATE: HHM OAMH OaHK He OyZeT npocuTh BiaJelIblia KapThl
COBEpIIATH KaKue-JIn60 ACHCTBAA 110 TesedOHy MM COOBIaTh PEKBU3HTHI KapThi;

— He cooGwars wHesHaKOMBIM JHOAAM (KaK NpPH JHYHOM KOHTAaKTe,
TaK W 110 TeJe(OHY MM MHTEPHET-IIEPENUCKE) JaHHbIE 0 cebe, CBOMX GIM3KHUX.
POJACTBEHHUKAX, OaHKOBCKMX KapTaX, TO ecTh JOGYIO KOH(DUACHIMAIBHY IO
(JiMyny10) HHGOPMALHIO;

— He ocymectasts npenomiary 3a TtoBap i o0emanHyo BBIILIATY
(yestyry), IpOM3BOAMTH OILIATY TOIBKO MPH MX (GaKTHIECKOM MOJTYYEHUH.

Kak ne cmamo sicepmeoii unmeprem - mowieHnuvecmea:

— CrieayeT BHUMATENIBHO M3YYHTh HHOPMALIMIO MHTEPHET-CAiiTa, OT3hIBHI,
CPaBHUTE IICHBI 32 MHTEPECYIOMMA ToBap. OTcyTcTBHE HHBOPMALMK, 3aMy TaHHAS
CHCTCMA TIOJTyYCHHS TOBAapa 3a4acTylo sBJISIIOTCS PU3HAKAMU MOIIEHHUYECTBA:

— llomyyuTh MakcHMyM CBEIEHMIT O TNPOJABLE MM MarasmHe: ajpeca,
TENC(OHBI, UCTOPUIO B COLMANBHBIX CETSX, HAJHUHE ClyKOBI JOCTABKH M T.II
JlelicTBytomme  JlerajibHO  MHTEPHET-MAra3WHbl MU PO3HUYHBIE TPOAABILI
Pa3MCILAIOT MOJIHYI0 MHPOPMALHMIO W paGoTalOT MO NPHHLUMITY «OIJIaTa ToBapa
M0CJIE€ IOCTABKUY;

— Henp3s coolmats (noceutath 1mo 2JeKTpoOHHON mouTe) MHPOpMALIHIO
O CBOMX  TIACTMKOBBIX  KapraXx. [lpectynuumku  moryt  Bocmosb3oBarhest
UX PEKBH3HTAMH U NIPOU3BECTH, HAIIPUMED, PA3THIHBIC TOKY [IKH.

Bu/bI MOIIEHHHYECTB B CETSIX COTOBOM M NMPOBOIHOI CBSI3H U B CeTH
HurepHer

1. MouenHnYecTBa, COBEpLIAEMbIE € HCIOJb30BAHHEM MOGHIbHOI
H NIPOBOJAHOM CBSI3M:

a) Comogbvlit u nposodnoii menegon UCRONIL3YEeMCA KaK Ccpedcmeo
nepedauu  20/10c060il UH@OPMAUUY, TIONBWUIBI, THIBI: «BAll CHIH TOMNA
B aBApHIO...», «Mama/lana y MeHs MpoOJIeMEL...», «3TO U3 OaHKa/COl3AIIUThI
U 1p...».

0) Comosviit menepon ucnonvsyemca ona nepeoauu CMC ¢ n0xcHoil
unpopmayueii: «vmama, KHHb MHE Ha 3TOT HOMED JIGHET, MOTOM BCE OOBACHION,
«Bama KapTa 3a0JI0OKMpOBaHa MOAPOOHOCTH 110 TEI..», «C BALIEr0 CYeTa CIIUCAHO
5000 py6uieit, noapoGHOCTH 1O TEL...».
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6) Comosuiit meneon u eawie oévsnsnenue 6 cemu Humepnem (caiit
AVit0) HCHOJb3YeTcss MOLICHHUKOM ISt MOJy4CHUA OT Bac JIAHHBIX KapThl
1 IPUBS3KH KapThl K MOOMIBHOMY TeIe()OHY MOILIEHHUKA:

- @1 1o Bamemy oObsBiIeHHIO Ha Avito (0 mpojawke, 0 ciaue B apeHjy).
coO0IMTE MHE JIaHHBIC ¢ Ballei KapThl M KOJA Ha oOpaTHOW CTOpOHE 7 Bam
OTIPABIIIO JIEHBIH. .. »;

- 1 X0y OTNPABUThH ACHLIM BaM Ha KapTy 3a TOBAp Ha Avito, Mpejoriary
3a apenily, y BaC KapTa NpuBs3aHa K MOOWJIbHOMY OaHKy, €CllM HeT, WuTe
Kk GaHKOMATY 5 BaC MPOMHCTPYKTUPYIO KaK MOAKIIOUNTD MOGHILHEIH GaHiy.

Ilpu nosyuenun cooGuienus He Hy:KHO MEpPE3BaHMBATh HA YKa3aHHBIC
HOMepa. MoWEHHUKH  MOrYyT  noTpeGoBaTh epejaTh JIEHBI'M  Kypbepy.
HCPCINC/INTL UX HA KapTy, HOMEP MOGHILHOTO TeneOHa, MONBITAIOTCS Oy HTE
OT Bac cBe/eHus 0 Batieit GankoBCKoii KapTe, NpeaIokuTh poiiTH K b6aHkoMaTy M
COBCPUINTE Kakue-mmbo onepaunu y GaHKoMara, MONPOCAT COOGIINTH KOJbI
KOTOpEIC IPUXOAAT K Bam Ha Tenedon.

B ciyyae monyueHns Bxoagmero 3BoHKa HEOGXOIMMO MPEKPaTUTE
PasroBOp, MaXKe €C/IM COOECCEHNK BCENSET YBEPEHHOCTh B CBOCH IPAaBAHBOCTH.
Moennnky 061a4al0T NCUXOTOrHYECKUMU NpUeMaMHu BBEJICHUS B 3a0J1yK/IEHUE,
Jmbo obnajnaior uHpopmanmeii o MOTEPIEBIUEM U €ro OJM3KUX. AHAIOTMYHBIC
Clyqan MOLICHHHYECTBA BCTPEYAlOTCA M B ceTd MHTEpHET, HO CcoobmeHue
0 HOMOLIM NepeTacTes MOCPeICTBOM COOOIIECHUS B COLMATBHON CETH ¢ JIOWKHOI
CTpaHMIBI POJICTBEHHHKA.

[Ipy comHenun B npaBauBoCTH MOJTy4eHHOH uHpopMauun ciaeayer
NEPE3BOHUTD OJIM3KMM OT HMEHH KOTO MPHUIILIO COOGIIEHHE, TO3BOHITE B GaHK 110
YKa3aHHOMY Ha kapTe, au00 B joroBope TeiedoHy, MOCETUTH OiMKaiiliee
oTaeneHue Oanka. bank HUKOIa He 3anpamuBaeT o TCICOHY CBEICHUS O KapTe
KIHCHTA: €€ HOMep, KO/ Ha 0OpaTHOIi cropone, ®.M.O. Biajenbia KapThl 1 CpOK
€ eicTBust, a Tem Gosiee nuH-ko/. Ecii coBeceTHUK MbITacTes [MOJIy4YHTh OT Bac
TaKylo MHQOpMAIMIO, TGO MPOCUT COOBLINTE KO/IbI, KOTOpBIE NMpUILIM Ha Bau
Teneon ot GaHKa, NPEKPATUTE ¢ HUM pasrosop.

I'paxknanam, uMmeromum npecrapensix POJICTBEHHUKOB, COCE/ICH, 3HAKOMBIX,
HEOOXOAMMO PasbsCHUTL UM, KaKHE CIIOCOGBI MOMICHHMYCCTRA CYILIECTBYIOT, KakK
BECTH ceDsl IIPH M0JTyYECHNH 3BOHKOB M COOOLIEHHH MOMICHHHYECKOrO Xapakrepa,
4 IMEHHO HE BCCTH JIMAJIOTH C MOILICHHUKAMM, IPEKPATUTE PA3rOBOP M TO3BOHUT
POACTBCHHUKAM. Eciu noxuioif yenoBex mosyyaer nencuio Ha OaHKOBCKYIO
Kapty, TO IPCIUIOKUTE CBOIO MOMOIb B CHATHY C KAPTHI A€HEXKHBIX CPEICTB, JINGO
HNPC/UIOKHTE POJICTBEHHUKY mnepeaats kapTy Bam. Bo mMHorux ciyuasx B xoje
OOLICHHSI C TpECTApesNbIMU  JHOJABMH  COOGUIHMKM MOIICHHHKOR HaXOAATCS
B palOHE NPOXKUBAHHMS MOXKMIOrO YeNoBeKa, M0 y ero J1oMa, MoIbesia. [Ipu
[TOJy9CHHH MOUICHHMYECKOTO 3BOHKA HEOOXOAMMO HEMEIJICHHO COOOLIMTE
0 JIaHHOM (paKTe B MOJIHUIHUIO.

Ecim nipu Mowmennnyectse, B xoze TenedonHoro pasroBopa NnpecTynHuKOM
Obla nofydyeHa uHdopmanns o GaHKOBCKOI KapTe, TO HEOOXOAMMO TMO3BOHMTH
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1o TeneoHy yKasaHHOMY Ha KapTe M 3a0J10KMpoBaTh Kapty. B jieHn COBEpILEHUSI
MOILICHHMYECTBA HEOOXOAUMO 00paTuThes B GaHK C 3asBIEHHEM O BO3BpaTe
ACHEKHBIX CPEJICTB Ha KapTy, Tak Kak OaHK 00s3aH BO3BpaTHTL JIEHEKHbIC
CpenCTBa, eCii onepaliis Obllia OCIIOpPEHa BIIa/IE/IbLIEM KapThl B JIEHbL OIEpallkHy.

Jlust NPE0TBpaIICHUS MOIICHHUYECTR TaKKe peKoMeH/1yeM
HC pacrpoCTpaHAT, B ceTd MHTepHET cBeAeHMA O MOOWIBHBIX HOMeEpax
C UX TIPUBA3KOM K AHKETHBIM JI@HHBIM, HE YKa3hlBaTh MOOW/IBHBIE HOMepa
Ha COLMAILHBIX CTPaHHIAX, B TMOJABACMBIX B CETH OOBSBICHUAX HE YKa3bIBATh
psiZioM ¢ HOMEpOM coToBoro Teiepona Mms u @amuiuio, agpec KUTEIbCTBA
M ApyTyIo Ju4Hylo uH@opmaumio. He ucnosns3oBate B cetn MuTepHerT Homepa
CBOMX MOOMJIBHBIX TeleOHOB, K KOTOPHIM MPHBA3aHbI OAHKOBCKHE KapThbl
M HOMEpa MOOWJIBHBIX Tele(OHOB, KOTOphIE HCIONB3YIOTCS s paGoThl
B «MoOuiIbLHOM GaHke».

[lociennee  Bpemss mosywaroT — pacnpocTpaHeHHE — MOLIEHHUUECTBA,
COBEPUICHHBIC B OTHOWICHUH MOJb30BaTesei ceT MHTEepHeT npoaarommx ToBape
Ha caiitax OecrulaTHeIX oOBsBicHNMiA. [IponaBiy NOCTYMAET 3BOHOK AKOOEI
OT NMOKyrnarteas. MOIIEHHHK MOJ BHAOM IOKyNaTels cOoOGINAeT, 4To jKejaeT
NpHOOPECTH TOBap, HO MPOXMBACT B APYTOM TOPOJE M IIPEAaraeT OIIaTHTh
TOBap IMyTEM IMEPEUYHUCICHHS ICHEKHBIX CPE/ICTB HA KapTy npozaasia. J{jist 3Toro ou
[IPOCHT NPOJIaB1la Ha3BaTh HOMEP KapThl, BIAJIE/bIla KAPThl, CPOK AEHCTBUS KapThl.
KO/l Ha 0OpaTHOI CTOPOHE, a TaK ke COTOBBIA HOMEP, PUBA3AHHBII K KapTe, 1160
110 yMOJIYaHHUIO UCIIOJIB3YET HOMEp, YKa3aHHBIH B 00bABIeHUHU. [Tocie nonyyenus
9THX CBEJICHUH MOIICHHAK MCIOJIb3YET JaHHBIE O KapTe JUIs OMIAThl MOKYIOK
B ceti MaTepHer. JIpyroii BapuaHT, korjia Ha TesedoH MpoaaBLa MOCTYNAIOT KO/l
oT 6aHKa M MOLICHHUK MPOCKUT COOOIIATE X SKOOBI JUIS TEpPEeBOja JCHET, B HTOT
MOMEHT MOIIECHHUK IOJKIIOYaeT K TeiedoHy norepresiiero, aubo K CBOEMY
Tenedony yeuyry «MoGUIBHBIN GaHK» M MOXUINAET JEHBIH C KapTel. [pernii
BApHAHT, KOIZla MOILICHHUWK, BBICTYNAIOUIMHA B POJIM «IOKYNAaTeds» MpejiaraeT
IPOJABLY MPOHTH K OaHKOMAaTy M, IKOOBI NPOM3BEAS HEKOTOPHIE OIEpally,
MOJIYYHTh JI€HbIH, B TPEX YKA3aHHBIX CJIy4asiX MOLICHHUK [MOXMILAET JAEeHEKHbIE
CpeJCTBa MPO/IaBIia.

¢) Comoeviii menehon ucnonvzyemcs MmowienHuKamu Ons nepeoauu
CMC  coobuwienusn, coobwenuii uepes meccenonceper Viber, WhatsApp
C 6pe0OHOCHOI unpopmayueil.

Tuner cooGuiennii: «3aech Hamm ¢ To6oit doto hitp:\\...», «Bam akakyHT,
cTpanuua  «BKoHTakTe»  B3jOMaHbl, mpoiigute  pernctpaunio  http:\\...».
«BBbI BEIMIPAJIM aBTOMOOMIIb, moJpo6HOCTH http:\\...”

HoBEI# THIT COOOIIEHUI ¢ BPEJOHOCHOMN CCBLIKOM:

«1 10 Bamemy oOOBABIECHHIO, COIJIACHBI JIM Bhl HAa OOMEH Ha HTO
http:\\foto3.inc...»

Ilpn nosyuenun naHHOro COOGIICHNMA OTKaKHTECH OT MPOXOXKICHHUS
10 YKa3aHHOM CCBIJIKE W aKTHBALMH TOJYYEHHBIX CCHUIOK. 110 BO3MOXKHOCTH
IPOBEPBTE €CTh JIM B CETH MHTEPHET B [MOMCKOBBIX CHCTEMAX CBEACHMS O JaHHBIX



CCBIIKAX W BO3MOXHBIX MoOmEHHHYeCTBaX. CooOIIMTE [10J1b30BATEISIM  CETH
MHTepHeT, YTO NaHHas cChlIKa MOIIEHHHYecKas. Y 1aauTe YKa3aHHO€ co00ILIEHHE,
€C/M yOCHKICHBI, YTO OHO He HaHeco Bpea Bamemy ycrpoiicTny.

Bpenonocuele  mporpammsl  co3garotes  u YCOBEPLLIEHCTBYIOTCS
MOIICHHAKAMHU PEryJIsApHO, U npu pabote ¢ TenepoHomM Bel MoKeTe CTONKHYTHCS
C BUJIOM BpPCIOHOCHBIX MpOrpaMM, KoTopble He TpeOyroT Bameil aktuBHOCTH
¥ CaMOCTOSITC/ILHO MOTYT OBbITh 3arpykeHbl Ha Bame MoGuibHOe ycTpoiicTBO
4epes3 ysA3BUMOCTH ONEPALMOHHON CHCTEMBI.

B ciyuyae 3apaxenus MOGMIBHOTO yCTpoiicTBa peKOMEHIyeM OINPEAETUTD
YTPO3bl M MOCICICTBUsA TNOJYYCHHUS J0CTYNa Xakepa K Bamemy MoGuibHOMY
YCTPOHCTBY.

[lpusnakamu  3apaxkeHuss MOGMJIBHOTO  ycTpoiicTBa MOTyT  ObITh
OJIOKMpOBaHME ONEPAIMOHHON  CHCTEMBI, OjokupoBaHue Bxomsmmx CMC
COO0IIEeHHIH, OTIIpaBKa HUCKYCCTBEHHO CI€HEPUPOBAHHBIX MOOHIILHBIM
YCTPOMCTBOM  cooOuieHuil. 3apakeHHbIi  MOOHIBHBIN TeneoH  cieayer
HEMCJICHHO BBIK/IIOUMTE. CHM-KapTy NEPEBBITYCTHTH y ONeparopa, a TexedoH
COXPAaHUTEL JUISt MOCIACIYIONEr0 H3YYCHHMs TMOJHMLHEH, ecin OblJIO COBEpIIEHO
MOIICHHHYECTBO, JIMOO MEpeaaTh B CEPBUCHBLIN LEHTpP, €CU JICHBIH TOXUIICHDI
HE ObLIN.

Ecmi K annoMy MOGHIBHOMY yCTpOHCTBY MpHBSi3aHa GaHKOBCKas KapTa,
OaHKOBCKHE yciyru Takue Kak « MoGuabnblii Gank», «OHaaiin BaHky, «UuTepHer-
0aHK», TO HEOOXOJMMO CPOYHO CBSI3ATHCA ¢ OAHKOM, 3a0/I0KUpOBaTh KapTy
1 NIPHOCTAHOBUTH 00CITy)KKMBaHKUe MO cueTaM. Eciu ¢ nomousio Tenedona 1o He
yAaeTcs clenarb, TO HeoOX0AUMO o0OpaTuThes B Gimikaliliee oTaeiienue GaHka.
Ecim  moGunbHoe ycrpoiictBo mcnonm3yercs s JIOCTyNa K CTpaHUIam
B COLMAIIBHEIX CETAX, TO HEOOXOAMMO € JPYroro ycrpoicTsa Ju6o KOMITbIOTEpPA
BBIATH B COLMAIIBHYIO CETh M CMEHUTH IPUBSI3AHHBIH HOMEp Tenedona.

3apakeHHOE MOOMIIBHOE YCTPOHCTBO TaK e SBISETCS MCTOYHMKOM
PAacnpoCTpaHEHUsI BPEJIOHOCHOH HH(OPMAIMKM 10 KOHTAKTaM, COAEPIKALLHMCS
B Tenieone. Js  npenoTBpalieHMs  pacCHUIKM  HEOGXOIMMO YBEJOMUTH
MAKCHMAJIbHOE KOJMHYECTBO 3HAKOMBIX O Bawmreir npobieme M 0 BO3MOIKHO
MPUXOJALIMX OT Bauiero uMeHu BpeJJOHOCHBIX COOOIIEHUsX.

B cayuae ecim ¢ Bamero tenedona unmm GaHkoBCKoi KapTbl MOXUTHIIN
ACHEKHBIC CPE/CTBA HEOOXOAUMO B JIEHb COBEpILCHHS XHIICHHS OOPaTHTHCS
B OaHK ¢ TpeGoBaHMEM BEPHYTh JCHEKHbIC CPEACTBA, 3a6IOKMPOBATH Ball CueT,
3alpeTUTh TEPEBOA JIEHEKHBIX CPEIACTB C BalIEro CyYeTa Ha Jpyrue cuera.
NPUOCTAHOBHTE OOC/IYKMBAHHE CYETOB HA KOTOPBIE OBLIM MEPEYHUCIEHBI BallK
AcHexkHbIe cpencTsa. Tlocne nomyuenns orsera ot Gakka, ¢ BBIMCKOM MO cyeTy
00paTUTBLCSA B MOJIULIUIO.

OJHMM M3 pacnpoCTPaHEHHBIX MOOMJIBHEIX MOIIEHHHYCCTB TAKIKE ABJACTCS
MCII0JIb30BaHMe Jy0JIMKaTa CUM-KapThl JUIs JIOCTYTIAa K CHCTEMAM JIMCTAHIMOHHOIO
ynpasieHusi 6aHkoBckum cyetom. [IpusHakoMm Mcmosb30BaHus ny6aukara Barneit
CHM-KapThl SBJISETCS OJOKMPOBAHUE JOCTYNa MOOHILHON CBA3M. B sTom ciyuae
HEOOXOZMMO CPOYHO OOPaTHTHCA K MOGHJIBHOMY OIepaTopy ¥ MEPEBLITYCTUTH




cuM-KapTy. B ciydae mnoaTBepikaeHHss MOGHIBHBIM - onepatopoMm  (akTa
HECaHKIIMOHUPOBAHHOM 3ameHsl Bamieli cuMm-kapThl HEoOXOJAMMO Hamnucarthb
MPETEH3UIO B COTOBYIO KOMITAHUIO U 0OpaTUTHCS B MOJIULHIO.

MoskHo u30eKaTh Y4YacTH ’KepTBbI MAAHHBIX MOIIEHHUYECTB, eCJ/IH
CJI€10BATH CJeAYIOLHM PeKOMeHAaHsIM:

- Jlng paGoTel ¢ OaHKOBCKUMM KapTamu, cucTeMaMd «MOOMJIbHEBIN GaHK,
«bank-onnain», «MHTEpHET-0aHK» W JAp. MCIOJIB30BATH OTAEIBHOE MOOHIILHOE
YCTPOHCTBO, HE IpeJHa3sHAa4€HHOE JUIS pa3rOBOPOB U pa3Ble4YeHUs B CETH
HUnrepuer;

- He ykaspiBaTh HOMEpa MOOMJILHBIX YCTPONUCTB, MCHOJIB3YEMBIX JIJIsi pabOThI
¢ OaHKOBCKMMM KapTaMH M JMCTaHLMOHHOIO yIMpaBJCHUS GAHKOBCKUM CYETOM,
KaK KOHTaKTHBIX B ceTH VIHTepHET, B OOBSIBICHUAX M HA CTPAHULIAX COLMAILHBIX
CETeH;

- IlpuobpecTd M yCTAaHOBUTH Ha MOOMJIBHOE YCTPOMCTBO JIMLEH3HOHHOE
aHTHBHPY CHOE IIPOrpaMMHOE oOecrieueHne u3 oQuIMalbHbIX HCTOYHUKOB;

- VYkaszate B JoroBope ¢ OaHkoM, JuOO B HMHOM (opMe coriacoBaThb
c 0aHKOM, 4YTO ynpapjieHMe OaHKOBCKHM CYETOM M [POBEIEHHE omnepalmii
M0 KapTe€ MOMKET OCYMICCTBIATHCA TOJBKO € OJHOr0 MOOMJIBHOTO YCTpOMCTBa
¢ oxuuM IMEI, orpannynte Kpyr onepanuii, yCTaHOBUTE JIMMHUT, KOTOPbIH MOKHO
MEPEBOJIMTH € MOMOIIBIO MOOMIIBHOIO YCTPOHCTBA;

- 3anpeTUTh NEPEBO/ BCEro 00beMa JICHEeKHBIX CPEJICTB € KapThl, CYETa.

2. MomenHH4YecTBa, coBepuiaeMblie B _ceTH MHTEpHET M ¢ MOMOUIbIO
ceTtu UHTEpHeT:

a) Mowennuuecmea npu npooayce moeapos 6 cemu Humepnem
no npedonjiame (paclpocTpaHeHHbIC BHJBL Tmpojaxka I[phone, 1mdposoii.
OBITOBOM TEXHUKH, 0J1€)K1bI, 00YBH, aBTOMOOM/IEH, aBTO3a4acreii);

0) Iloaywenue om ummepnem Mmazasuna, Hpooasuya moeapa,
He coomeemcmeyiou|e2o 3aa6/1eHHOM).

Pa3sBuTHE NaHHBIX BUJOB MOILICHHUYECTBA OOYCIIOBJIEHO YEJIOBEYECKUMH
(bakTopamu, TaKMMH, KaK OKEJIAHHE COKOHOMHUTB, OTCYTCTBHE  OJIM3KO
PAaCIONIOKEHHBIX Mara3uHOB C TAKUM TOBApOM, MOJHOE OTCYTCTBUE MPEUIOKEHHI
Ha pbiHKe. OCHOBHBIMM TIpHOOpPETAEMBIMU TOBApaMu SIBJSIOTCS IIPEJAMEThI
POCKOIIM: J0porasi HM(ppoBas TEXHUKA, aBTOMOOW/IH, 1IyObl, OPEH/IOBBIC BEIIH.
Mckio4enbl NoAHOCTRIO (hakThl MPUOGPETEHNs TOBAPOB NEPBON HEOOXOMMOCTH.
JKenanue COKOHOMHUTH TIPUBOJAMT 3a4acTYIO K MOTEpPEe BCEX JCHEIKHBIX CPEJICTB,
B CBSI3U C Y€M, NepBas M OCHOBHAs PEKOMEHANMs - NpUoOpeTaTh BEIIM 3a MX
pealibHy10 CTOUMOCThL M HE UCKaTh peiokeHui ¢ 30-50% BbIro0ii, Tak Kak 310
MPOTUBOPCYUT B ICJIOM NPUHIMIAM PBIHKA, JMOO NMPUCIAHHBIA TOBAp OKAXKETCS
MOJACKON, HEUCIIPABHEIM, JIMOO HE YIOBJIETBOPSIOIIAM 3aIpocaM MOKyaTeis.
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He crout npuoGperars TOBapbl B MHTEPHET-MarazuHax no3uiHOHUPYIOIIHX
ce0sl KaK pOCCUICKHE, HO UMEIOLIME CaliThl B JJOMEHHBIX 30HAX COm .org .biz .net
.Anfo .tv .mobi.

OcoGoe BHHMaHUE CIIEyET yAEIUTE OT3BIBAaM B CeTH VIHTEpHET K JaHHOMY
MHTEpHET-MarasuHy, npoaasiy. IIpoeputs korja ObuT co3gaH MarasuH, caifT.
Co3nan nm on ron um Gonee Haszan. Eciu calfT cylecTByeT MeHblle Mecslia,
TO CTOMT OTKa3aThCs OT MOKYNKH. MOXKHO NMpoBepuTh HaIM4ue oduca y JaHHOTO
Maras¥Ha, YJOCTOBEPUTHCS B CETH MHTEpHET, 4YTO Takoil J0M CYIIECTBYET,
MOCMOTPETh €ro Ha KapTe, (oTo-cHUMKaX, naHopamax Suuekc, ['yri. Yéeantbes,
4TO Ha JIOME €CTh BBIBECKAa MarasuHa, JM00 MMEIOTCS OMUCHEBIE TMOMEIICHHUS.
Ha cHuMKax Takxke MOKHO y3HaTh Ha3BaHMs, TeaedOHbl GIU3KO PACIOIOKEHHBIX
OpraHM3aluif, MO3BOHUTL WM M BBISICHUTH JIOCTOBEPHOCTH HH(OpPMALUH.
B unTepHeT-cnipaBounuKax HaiiTh TeiedOHB! aAMUHUCTPATOPA OQUCHOTO LEHTpA.
pecenuieHa, yOeAMTbCA, UTO  TAKOH  MarasMH WM MHJMBHIYaJbHbI
NPEANPUHUMATEh CYIIECTBYIOT U OCYLIECTBIAIOT CBOIO JICSITEIBHOCTE B JIAHHOM
3qannu. [lomyuyennyro undopmanmio cieayet MCMoOb30BaTE NMPH OOLICHUH 1O
TenepoHy C COTpyAHMKaMM MarasuHa. Ecim  Marasud Wi npojasell
OTKa3bIBAIOTCSl 3BOHUTE M0 TENE(POHY M NpearaloT Apyrue crnocobbl 0OlIeHu .
Takue kak Viber, Skype, WhatsApp u apyrue, iu6o marasun tenedoHa He UMeeT,
CJACIYET OTKasaTbed OT MNOKYyNnku. B xojxe ofmenus mno TenedoHy MOKHO
COOOILIATD, YTO HAXOAUTECH B IOPO/IE MPOJIAaBLA, MarasiHa u Mpe/ioxkuTe 3a6paTh
TOBAap CaMOBBIBO30M U OIIATUTH HAIMYHBIMU B oduce. B ciydae kaTeropuuHoro
0TKasa CJIeJlyeT 0TKa3aThCsl OT TOKYIIKH.

IIpy npuoGpeTeHHn 1OpOrOCTOSAINMX BEIIEH, TAKUX KAk aBTOMOOWIIb.
JOpOXKHAs TEXHUKA, CTPOUTEIIbHBIC MAaTEPHallbl, PEKOMEH/IYEM MOTPATHTh JCHBIH
Ha 10pory J10 ropo/ia NpoJaBia U yA0CTOBEPUTLCS B HAIMUMH MPOJIABLA U TOBAPA.
JInbo waliTh B ropoge mnpojaBla 3HAKOMBIX M MOMNPOCHTH HX TMPOBEPHTH
JIOCTOBEPHOCTH TIpeJulo)KeHust B cetu MuTepHeT. Ecim ke Takol BO3MOKHOCTH
HET, TO OIUIaTUTh YCIYTH HOPUCTA, COTPYAHHMKA aBTO(GUPMEI, 3aHMMAKOIIEHCS
B TOpOJI€ MpOAaBLA IMpOJAXeH M CKYNKOH aBTO M 32 CUMBOJHMYECKYIO [LIATY
TPC/UIOKHTL EMY BCTPETUTHCS ¢ MPOJAABLIOM M OCMOTPETh aBTO M JOKYMEHTBI, JITO
Kacaercs ¥ NpuoOpeTeHHs CTpoiMarepuasioB 1 MeTauia — 00paTuTech K yciyram
IopucTa B ropoje npoxasna. JlioGele mnpucianneie Bam nmo  HWurephery
(ororpadum, ckaHbl JOKYMEHTOB M aBTOMOOGHIIS MOIIEHHHKH C JIETKOCTBIO
I10/1/IE/BIBAIOT.

B HacTosiee Bpems G0JIbIIMHCTBO HHTEPHET MarasuHoB paboTato 1o 100 %
pejiorIaTe, NMpu COOMIONEHMH YKa3aHHBIX PEKOMEHJIAIMHA MOXKHO COBEPIIHMTDH
YAQ4HYIO MOKYTIKY.

HactoarenbHO pekoMeHJyeM He OCYIIECTBISTh «CJIENbIe»  MOKYNKH
B COLMATBHBIX CETAX. AJIMMHUCTPALUS COLMAIBHBIX CeTel MCKIIOUMa pasjielibl
00BABIEHMI C CcaHTOB M HE HECET OTBETCTBEHHOCTh 3a COBEPIIACMBIC
C UCIO.Ib30BAHMEM CETH JICMCTBUSA MMOJIL30BATENCH.



B ciydae Heo6xoammocTd npuoOpecTd ToOBap 4Yepe3 COUMMANBHYIO CETh
HEeO0OX0JIMMO TIIATEILHO [POBEPUTH IpOJaBIa, 06A3aTENLHO CBA3ATHCS ¢ HUM
1o TeseoHy, paccnpocuTh NMOAPOGHOCTH O ToBape, MotpeGoBarh (oTorpadumn
TOBapa B JeTalsIX, MPEIOKHTE OTIPABUTE TOBAp KYpbepcKol ciiykOoii
W HAJIOXKCHHBIM  TUIATEIKOM, OOrOBOPUTH  BO3MOXHOCTh BO3BpaTa TOBapa,
BO3MO’KHOCTh CaMOBBIBO3a.

[IpoBepUTH OT3BIBEI U OCTABJIEHHbIE KOMMEHTAPUH B PYIIIE U Ha CTPAHMIIE
npoaasua. Ecim HeckoabpKo 1mosp30BaTenell ceTH pasMeIlaroT CIUIOLL XBajleOHble
OT3bIBbI U PEKOMEH/IAI[MH, TO CTOMT MPOCMOTPETH CTPAHUILIBI ITHX [10J1b30BATEIEH,
HE SIBJAIOTCA JM OHM «(DeHKOBBIMHY, €CTh JIM Y HUX Ha CTPAHMLAX JMYHbIE
¢dortorpaduu, Gosblioe KoaMyecTBO Apy3eil. JlaHHYIO MHGOPMALMIO MOXKHO
MPOCMOTPETh M Ha CTpaHule npojasua. CTpaHula MNpojasiia JOKHA ObITh
aKTUBHOW, HA HEH peryaspHO JIOJLKHBI pa3MellaTtsesi JIMuHble (oTtorpaduu.
OOHOBJIATBECS aNbOOMBI, JIOJKHBI OBITH CBEJAEHUSI O MECTe yueObl U paboThl,
a B JIpy3bsIX [OJDKHEI OBITh <«UKHUBBIC» W aKTHUBHBIC [OJIB30BaTEd. MOKHO
YTOYHMTB, TIC HAXOAWTCS MPOJABEL, B KAKOM I'OPO/JIE, IIPEUIOKUTH 3a0paTh TOBAp
AKOOBI BalllMM 3HAKOMBIM, HaXOISAIINMCS B JaHHOM IOpPOJE M OLIEHHUTH PEAKIHIO
npoaasua. Eciu B ceTv Bbl o0lIaeTech ¢ MarasMHOM, TO MOTPeOYHTE COOOIUTE
CaWT MarasuHa B cetu MHTepHer, topuanueckuii m daxktudeckuii aapec. I[pu
moOOM COMHEHUM OTKaXKHMTECh OT NpuoOpereHust Toapa co 100% npeaoniaToii
4yepes3 COLUaIbHYIO CETh.

Illupokoe pacnpoctpanenne B cetn MuTepHer Takke mnpuodpeTaroT
MOILIEHHUYECTBA C IPUBJICYCHUEM CPEJICTB I10J1b30BATENEH JUIS UX NIPHYMHOKEHUS
B (DMHAHCOBBIX MHPAaMMJIAX, KOOIEPATHBAX, MHUKPO(PUHAHCOBHIX OpraHM3alMsiX,
Oupxax,  OyKMEKEpPCKMX  KOHTOpaX,  pBIHKaX  JJIEKTPOHHBIX  BaJIOT.
[IpaBooXpaHHTE/IbHBIE OPraHbl HACTOATEIBHO PEKOMEHIYIOT HE BCTYNATh B KaKHE-
00 OTHOIIEHMS C TAKUMM OPraHM3aLMSIMH M JIUIAMH, TPEUIaraoiiiMi Takue
YCIyIrH, TaK KaK MHOIME€ KOMIIAHUM M HWHTEPHET calThl JaHHBIX KOMITAHMIi
HaXoAsATCs 32 pyOe)koM, opranusanuy paboTaloT 10 3aKOHaM JIpyTHX roCy1apcTB,
00 M3HAYAJIbHO MOLIEHHUYECKHUE, M BEPHYTH 3aTPAYCHHBIC HA JaHHBIE POEKTHI
JEHBI'M MPAKTUYECKU HEBO3MOIKHO.,

6) Caiimol «n000eNIKU», @ MAK dce Ui uHz08b1e Caimol.

JlaHHBIN BHJI MOLIIEHHUYECTBA MPEINOJIAraeT, YTO KEPTBA MOCYUTAET caiiT
3HAaKOMBIM W TMPHOOPETET HAa HEM TOBap, YCJIYry, Ju0O0 YKaXeT JaHHbIE CBOEI
0aHKOBCKOM KapThl.

EfnHCTBEHHOH pexomMeHTalueli MOKeT ObITh MPOSIBICHAE BHUMATEILHOCTH.
HeobGxonumo o6paTnTh BHUMaHHE Ha aJpECHYIO CTPOKY caiiTa, Ha3BaHME caiiTa,
€CTh /I Kakue-Ju00 J00aBOYHBIE CHMBOIIBI WIIM HasBaHMSA B aJPECHON CTPOKE.
PacIOJIOKEH JIM CalT B JIOMCHHOH 30He «ruy. CKONMpOBaTh Ha3BaHHWe caiita
U3 apECHOM CTPOKM M NPOBEPUTH B NOUCKOBOW cucteme. He crouT nosepsth
caiTam, MMEIOLIMM B Ha3BaHUM 3HAKOMBIE CJIOBA, HO PACIIOJIOKEHHBIE B JOMEHHBIX
30Hax .com .org .biz .net .info .tv .mobi u Apyrux He CBA3aHHBIX C POCCHiiCKUM
MHTEPHET MPOCTPAHCTBOM.
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HeonnokpatHo 1poBepbTe caiiThl B pasjeiax KOTOPBIX, [UIAHUPYeETe
yKasaTb JlaHHbl€ O CBOeH OaHKOBCKOHM KapTe, MO JaTe co3/JaHus caiiTa,
o TejseoHaM yKasaHHbIM Ha caiite, 10 OT3biBaM B ceTd MHTepHer, cieayer
YTOYHHUTL HET JIM caiiTa B pas3MyHbeIX Osiek jucrax cetu Untepner. [lomuure,
MOILIEHHUKY JIOCTATOYHO HOMEpa KapThl M KojJa Ha 00paTHON CTOPOHE KapThbl
(CVV xox, cocrosimuii U3 yeThipex mudp) ajisi MOKYNOK M OMJIAThI YCIYT B CETH
Wurtepner. JIpyrue jannele, To, Kak CpoK AEHCTBHUS KapThl, OH MOXET M000paTh,
a uMA ¥ QaMUIUIO BiIAJENbla y3HaTh OT Bac Jnbo u3 cetn MHTEepHET ¢ Bammx
JIMYHBIX CTPAHMIL.

Ecim BbI cTain jKepTBOM TAaKoro caita M 3aMETHJIM 3TO MOCJIE POBEICHUS
onepanyM, IOKyNKH, 3a0lokupyiiTe Kapty U oOparurech B OaHK B JICHb
MPOBEICHUs ONEpaLuu JUIs €€ OTMEHBI U BO3BpATE JICHEIKHBIX CPEJICTB.

[Ipu nokynke aBua, )KeJI€3HOIOPOIKHBIX OMIICTOB HE MUIUTE OYECHD JCLICBBIC
OMIIETEl Ha COMHHUTENBHBIX caiiTaX, TeM (oJjiee pacloIOKEHHBIX B JIOMEHHBIX
30Hax .com .org .biz .net .info .tv .mobi . JlocTynHele M0 1eHe OUIETHI KEAATEILHO
npuoOperaTh Ha O(QUIMAIBHBEIX CalTaX KOMIIAaHHH-TIEPEBO3YHKOB.

I'Y MB/I Poccuu no Boarorpaackoii o61actmn



